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Corporate Technical Surveillance Countermeasures (TSCM) Program

This Guideline describes the Corporate TSCM Program. It assigns responsibilities to the Corporate Security division for
the technical security of corporate installations and facilities. It provides direction for requesting TSCM Surveys and
provides the criteria to be met before a TSCM Survey is conducted. It defines the threat posed by technical surveillance
devices and the countermeasures required to nullify that threat; and specific actions to be taken in the event that
technical surveillance devices are discovered.

1. Explanation of Terms:

a. Conference Monitor: A limited TSCM survey that may be provided at sensitive conferences, briefings, or
seminars.
b. Find: The discovery of a technical surveillance device.
c. Secure Area: An area where appropriate physical security measures are in place and Corporate CONFIDENTIAL
Business Information is originated, used, and routinely discussed in the course of daily business operations.
d. Security Hazard: An insecure condition that could permit the physical or technical penetration of an area
wherein sensitive Corporate Proprietary business information might be compromised.
Suspect Device: A Device that appears to be, but has not yet been shown to be, a technical surveillance device.
f. Technical Security: Those security measures taken to prevent the installation of technical surveillance devices
and the exploitation of security hazards.
Technical Surveillance Device: A device installed to covertly monitor or record activities in a target area.
Technical Surveillance Countermeasures (TSCM) Program: Those security measures taken to find or prevent
technical penetration of corporate installations and facilities. Those measures include:
1. Physical security that precludes unauthorized access to the area.
2. Technical security.
3. TSCM Surveys.
4. TSCM threat briefings to selected corporate personnel regarding the technical surveillance threat and
the corporate security division TSCM Program to counter that threat.
i. TSCM Survey: A security service provided by qualified personnel to detect the presence of technical
surveillance devices and hazards and to identify technical security weaknesses that could aid in the conduct of
a technical penetration of the surveyed facility. A TSCM Survey will provide a professional evaluation of the
facility's technical security posture and normally will consist of a thorough visual, electronic, and physical
examination in and about the surveyed facility.
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2. The Need for TSCM Surveys:
Sensitive business information is collected using a number of covert and clandestine techniques. One such technique is
the utilization of technical surveillance devices. Finds of such devices document the scope and potential continuing

nature of the technical security threat.

Security hazards exist in some communications equipment in use throughout the Company. These weaknesses may be
exploited and thus impair the security of sensitive business information.

WHAT YOU SAY IN PRIVATE IS YOUR BUSINESS. KEEPING IT PRIVATE IS OURS®

© 2011 Technical Security Consultants, Inc. All Rights Reserved.




. PO Box 1295, Carrollton, Georgia 30112
.. www.technicalsecurityconsultants.com
— Phone: 770-836-4898
Technical Security Consultants, Inc.

Current electronic technology makes finding and neutralizing technical surveillance devices a specialized function
requiring the costly utilization of highly trained personnel using advanced techniques and state-or-the-art equipment.

3. Limitations of TSCM Surveys

Upon the completion of a TSCM Survey, the requester will be furnished with reasonable assurance that the surveyed
area is free of working technical surveillance devices. The requester will also be informed regarding all security hazards
in that area, together with reasonable, cost-effective recommendations regarding the correction or elimination of such
hazards. The requester should know that it is impossible to give positive assurance that there are no devices in the
surveyed area, and standards of physical security and access control must be maintained if the survey is to be of
continuing value.

Each TSCM Survey Report will contain the following disclaimer:

"Technical services of the type conducted indicate the technical security status of the area and equipment examined at
the conclusion of the survey, within the capabilities of the equipment utilized and the operational techniques
employed. The security afforded by this current service will be immediately nullified by:

e Admission to the serviced area of persons who do not have the proper access and who are not escorted.

e Failure to maintain continuous and effective surveillance and control of the serviced area.

e Allowing repairs or alterations to, or within, the serviced area without the supervision of qualified and
responsible personnel.

e The introduction of new furnishings or equipment into the serviced area prior to a thorough technical
inspection of such items."

4. Responsibilities of Corporate Security Division:

A. General: Corporate Security Division is responsible for the selective conduct of TSCM Surveys; providing TSCM
services in such selected areas to ensure that they are devoid of technical surveillance devices; identifying
hazardous conditions that could facilitate technical surveillance; and identifying technical security weaknesses.
TSCM Surveys are highly specialized security services and as such are particularly vulnerable to any breach in
operations security. Accordingly, all corporate facilities or installations receiving TSCM services are required to
use all reasonable means to continually protect the operational security of the TSCM program. TSCM Services
shall be conducted only by personnel who meet the criteria established by Corporate Security Division, using
the most effective equipment available. Because TSCM Services are expensive and qualified technical
personnel are limited, a high degree of selectivity will be exercised in approving areas to be surveyed.

B. Specific:

o Establish Corporate TSCM policy and manage the Corporate TSCM Program.

o Provide information and conduct briefings regarding the technical surveillance threat and security
hazards to corporate personnel.
Establish and maintain standards for the performance of TSCM Surveys.
Evaluate and select contractors capable of performing TSCM Surveys in accordance with established
Corporate TSCM policy.

o Direct the conduct of TSCM Surveys.
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o Provide the requester with a non-technical written report detailing the findings of the TSCM Survey.
o Investigate findings and coordinate the results of such investigations with appropriate local, state, and
federal law enforcement agencies.

5. Responsibilities of the Requesters

e Request TSCM Surveys only of those secure areas meeting the criteria set forth in paragraph 1c above.

e Insure that requests for TSCM Surveys are submitted and justified in accordance with paragraph 7 below.

¢ Insure telephone security within the area to be surveyed. At a minimum, this means that any and all
telephones within the surveyed area should be installed and in an operational configuration. Disconnects,
secure telephones, ringer isolator, etc., should be installed if required.

e Apply necessary physical security safeguards to prevent surreptitious access to the secure area and to prevent
entry by unauthorized personnel during and after the survey.

e Remove all nonessential telephone, radio, television, computer, and recording equipment from the secure
area.

e Ensure that all construction, interior decorations, and furnishings are complete and in place prior to the
initiation of the TSCM Survey.

e Establish appropriate internal controls to ensure that the number of people who know that a TSCM Survey has
been requested or planned, or is in progress, is kept to a minimum, on a strict need-to-know basis. This means
maintaining a routine business atmosphere in the area before and during the conduct of the TSCM Survey, and
precluding any talk in the area that would reveal that TSCM Survey is planned, in progress, or has been
completed.

e Insure that the survey team has complete access to the survey area, in which they are escorted by the
individual having security responsibility for the area, and that site plans and blueprints are available upon
arrival of the survey team at the facility/installation.

6. TSCM Surveys of Common and Uncontrolled Areas:

a. TSCM Surveys of common and uncontrolled areas, to which access is generally unrestricted such as hotel
rooms, convention centers, cafeterias, conference and seminar rooms, etc., do not normally qualify for TSCM
surveys. Surveys conducted under such conditions and circumstances are of little value and have proven
counterproductive by having given the occupant or occupants a false sense of security, and by having used
limited TSCM assets that could be used more productively in other, more sensitive facilities.

b. However, on an individual exception basis, TSCM Surveys may be conducted on such areas provided that:

o Unrestricted access can be reasonably controlled through the addition or physical security devices
and/or the deployment of guards.

o In addition to a TSCM Survey, a Conference Monitor, (paragraph 1a above) is performed.

o Corporate Security concurrence has been obtained by the conference/meeting sponsor.

c. Requesters should be aware that whenever possible, meetings and conferences that require discussion of
sensitive business information should be held in facilities in which security is commensurate with the
sensitivity of the information to be discussed.
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7. Procedures for Requesting TSCM Services:

Requests for a TSCM Survey should be sent by restricted correspondence or electrical message to the Corporate
Security Division Regional office that supports the requester. Do not make telephonic contact with Corporate Security
Division or the designated TSCM Contractor when requesting a TSCM Survey, unless a secure telephone is used. Do not
make secure telephone requests from the area to be surveyed. If possible, the request should be submitted at least 60
days in advance of the desired survey date. Periodic TSCM Surveys of areas required by Corporate TSCM procedures
need not be requested under this Guideline, as they will have already been approved, in consultation with the
responsible business group or staff element, for recurring surveys at irregularly scheduled intervals by Corporate
Security Division. Requests for TSCM Services must include:

The address, building, and room number for the specific area to be surveyed.
The name of the organization or business activity responsible for the area.
The size of the area in square meters or feet.
The name of the individual who has security responsibility for the area.
The Corporate Security classification of the information to be protected in the area, to include a statement to
the effect that corporate CONFIDENTIAL business information is/is not originated, used or discussed on a daily,
continuing basis.
f. Astatement that:
1. All construction is, or will be complete at the time the TSCM Survey is to be conducted.
2. All equipment is, or will be, in place at the time the TSCM Survey is to be conducted.
3. Adequate physical security measures are, or will be, in effect to preclude the entry of unauthorized
personnel during and after the completion of the survey.
g. The date by which the survey must be completed. State if conferences, relocations or other scheduled events
are involved.
h. A floor plan of the surveyed area will be available.
i. Ifthe requestis for an area previously surveyed, identify actions taken to correct any previously noted security
hazards and state the reason for the necessity of a resurvey. Once an area has received a TSCM Survey,
another will not be performed unless:
1. (1) Construction modifications have been made in the area.
2. (2) Unauthorized personnel have had uncontrolled or unescorted access to the area.
3. (3) Action has been taken to correct previously identified security hazards.
4. (4) Corporate Security Division has approved the area for recurring TSCM Surveys.
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8. Action upon Discovery of Suspect Devices:
The individual having security responsibility for the security of the area will:

Leave the suspect device in place and limit access to the area, to preclude tampering or removal.

Continue in so far as possible, normal work in the area.

Brief only those persons who need to know of the device's presence.

Avoid such acts as discussing the suspect device in the same area in which it is located.

Inform Corporate Security Division immediately by secure means. Notification should be made via voice or
facsimile, or from a telephone outside the system servicing the facility.
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